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Security on the Internet 
Top Tips! 

 

 

 

 

- Install security software and update it regularly 
- Turn on automatic updates on all of your software 
- Create a standard everyday user and administrator account 
- Set strong passwords and change them regularly 
- Secure your internet browser  
- Secure your WiFi  
- Control physical access to your devices and internet connection 
- Monitor your programs and apps 
- Backup Your Information 

 

 

 
 

Protect your Identity and Privacy 

- Use strong passwords 
- Stop and think before sharing personal or financial information 
- Check your privacy and security settings on social networking sites 
- Avoid using public computers to access personal information 
- Log Out of websites when you are finished 
- Do not allow your devices to ‘remember me’ 
- Check your account statements, telephone and internet bills 
- Do not share confidential information in an email 

Be aware of phishing emails, spam, scams and fraud! 

- Never respond to requests for personal information in an email 
- Be sceptical if you receive a request to update, validate or confirm your information 
- Never provide credit card, account or personal details to unsolicited offers, emails or calls 
- Banks will never send unsolicited emails 
- Do not provide email addresses unless needed to 
- Create separate email accounts 
- Block the sender 
- If in doubt, contact the organisation by phone with the phone number you know it to be (not 

on the email) 

Secure your computers 

Think Smart and Act Safe online 
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Working Safely with Attachments and Links 

- Do not open emails, attachments or links if you were not expecting them 
- Only open attachments if you were expecting them, they are from someone you know, and it 

appears to be written by them 
- Scan email attachments with your security software before opening them 
- Type in the real website address into your internet browser instead of clicking on links 

Visit Safe Websites 

- Be wary of advertisements and links to other websites 
- Open a separate tab, search for the item instead of using links 
- Log Out of websites when you are finished 
- Do not allow your devices to ‘remember me’ 

Shopping and Banking 

- Check the website address is correct 
- Use secure websites https:// 
- Use secure payment method such as PayPal and BPay 
- Never send bank or credit card details on email 
- Use bank apps on mobile devices instead of browser 
- Log out of all accounts when finished 

Downloading Software 

- Stick with reputable sites and applications 
- Do not download content form an unknown or unreliable source 
- Watch out for prompts or warnings wanting to install or run 
- As you install check that you are only installing the software you want 

Using Wi-Fi on Holidays! 

- Try to limit activity 
- Avoid banking, shopping, sending confidential information and entering passwords 
- Remember to log out of websites when finished 
- Consider purchasing your own SIM when overseas or using a VPN 

Using Public Computers 

- Avoid banking, shopping, sending confidential information and entering passwords 
- Make sure no one is watching 
- Do not allow the browser to save your username or password 
- Log out of websites 
- Delete the browsing history 
- Avoid using USB memory sticks – it could pick up malicious software 

Before disposing of your computer 

- Remove all traces of your personal data (or smash the hard drive!) 
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Signs of Infection 

- System is running slow 
- There is unusual activity and/or unexplained large increases in activity, data usage and bills 
- You have emails in the sent folder that you did not send 
- Incoming Spam emails 
- Your emails are not being received 
- Your screen looks different and settings have changed 
- Internet browser toolbars appear different 
- Antimalware and antivirus is disabled and you cannot get it started 
- Passwords have been changed 
- Bank account missing funds 

Common email scams 

- Phishing for your personal details 
- Threats or penalties 
- Identify theft 
- False billing 
- Unexpected prize or money scams 

What to do with scams? 

- Do not reply 
- Do not agree to anything 
- Call someone else, a friend, family, or our team at Stay In Touch 
- Call organisation back with the number you know it to be from a statement or directory 
- Open your internet browser, type in the website yourself and check for messages 
- Go to scamwatch.gov.au to check scams 

 

 

 

Stay Informed 
- www.staysmartonline.gov.au  
- www.scamwatch.gov.au  
- www.esafety.gov.au  

Keep learning 

- www.stayintouch.net.au  
sign up for our newsletters to receive top tips and upcoming events! 

- www.beconnected.esafety.gov.au   
Create a Free account with this government program to keep learning. 
Your Support Centre is Stay In Touch Pty Ltd 

What to look out for 

Stay informed and keep learning 


